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Decentralized by Design, Centralized in Practice

Decentralized Network Centralized Exchange

Blockchain — decentralized
But usage — centralized exchanges Cag~ Georgia
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How Users Interact with Crypto

Custodial Wallet
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The key difference is that NCWs give users complete
control over their private keys, while CWs entrust key

management to the exchanges.
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When Centralization Fails

FTX Crypto Exchange
Collapse: Causes,
Consequences, and Lessons
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The FTX incident

FTX Crypto Exchange
. . Collapse: Causes,
e FTX was founded in 2019 and quickly Consequences, and Lessons
became one of the largest crypto AT e
exchanges et VI VELASOUEE

e In November 2022, customer funds were
misused and transferred by the CEO

e One of the largest financial fraud cases
in U.S. history
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Research Questions

m How does exposure to large-scale centralized exchange
breaches affect users’ security perceptions of

CWs and NCWs?

m What risk mitigation actions do users take based on
changed security perceptions?

(focus on the FTX incident due to its unprecedented scale)
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Methodology
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with crypto users with crypto users
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Real-world FTX victims 7~ __ Georgia

AL Tech 8



RQ1: Security Perception Changes
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f |
What if this happened tomorrow
m with my custodial wallets? "

{
It's almost better to lose it on your own m
merit than someone else’s mistake.
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RQ2: Risk Mitigation Behaviors

After learning about the FTX incident...

54% did not update their wallet list

/1% did not transfer their crypto
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RQ2: Risk Mitigation Behaviors - No transfer

Rank

{F‘-I(’ Not much crypto

Rank

{Z(’ Trust my NCWs

Rank '(
:-; Trust my CWs _‘g_ | just have faith in my [custodial]
wallet to not mismanage my crypto. JJ
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RQ2: Risk Mitigation Behaviors - Transferred

MetaMask
Coinbase Wallet Ledger
e Most dominant transfer flows: S ’.\ o\
Cws — Bank Gem|n| Kraken
Binance a9
. . . ] @ 4.9% ——» Bank <«——— 24.7%
e A notable decline in confidence in RSl S TS Coinbase
CWS Crypt:_co/ 01\3\#* e Q)% \.
o 83% CW-only users transferred to banks '/ \ Robinhood Crypto
o 90% of above transferred to banks _
. Binance US Webull Crypto
exclusively PayPal Crypto
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Concerning User Groups & Recommendations - 1

e Most participants did not transfer their crypto or adjust wallets
after learning about the FTX incident

e Recommendation: Action-first disclosures
o e.g. feature an imperative instruction at the top of a
message: “Withdraw available funds as soon as possible!”
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Concerning User Groups & Recommendations - 2

e Only 44% of survey respondents correctly identified the type of
wallets they have used
o more prone to misidentify a CW as an NCW than vice-versa

e Only 35% aware that private keys are stored on centralized
exchanges’ end when using a CW

e Recommendation: Enforce active custody verification
o e.g., require users to actively confirm “Exchange controls keys” vs.
“I control keys”
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Concerning User Groups & Recommendations - 3

e Shifts in security perceptions of NCWs vs. Interpreting the incident:

Negative Change No Change Positive Change

68% accuracy A" 76% accuracy A~ 84% accuracy

e Recommendation: Standardize the content of incident reports
o e.g., an exposure timeline, a plain-language explanation of the
root cause, a summary of affected user groups, an easy-to-
follow guide for securing wallets...
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Thank you!
Q&A

Mingyi Liu <mingyiliu@gatech.edu>
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