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Summary 

● Vulnerable Windows Kernel drivers are crucial for modern malware

● Straight-forward analysis techniques can effectively find high-impact 
vulnerabilities

 

● Our Prototype POPKORN found 27 vulnerabilities
○ 2 CVEs and 6 acknowledgements from driver vendors
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● Exploitable & high-impact bugs
○ Arbitrary physical memory access
○ Arbitrary process access

● Easily verifiable bug reports with high-confidence
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Evaluation

● 90,000 software packages
● 5,000 Windows kernel drivers
● 3,094 WDM drivers (62%)
● 271 drivers with sink functions

○ 212 unique

22



Evaluation

23



Evaluation - Known vulnerabilities

● False negative analysis was performed using known-vulnerable drivers from 
the physmem repository https://github.com/namazso/physmem_drivers

● 30 unique vulnerable drivers with
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Kernel Driver Attack Surface in CVEs
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“A non-administrative user mode process cannot access or tamper with kernel 
code and data. Administrator-to-kernel is not a security boundary.“

- Microsoft’s Security Servicing Criteria
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