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The stepping-stones to software hardening

Bug finding Runtime Mitigation Fault Analysis & Recovery
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The stepping-stones to software hardening

Bug finding Runtime Mitigation Fault Analysis & Recovery
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Why hardware-based solution?
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Performance
® e.g., Intel VT-x/EPT vs. shadow page tables

Time (Normalized to SW MMU)

https://www.vmware.com/pdf/Perf ESX Intel-EPT-eval.pdf
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Why hardware-based solution?

Compatibility

® e.g., Intel PT vs. source instrumentation




Why hardware-based solution?

Reliability

® codebase « vulnerability




Past research and thesis focus

Bug finding

Hardware Support to Improve Fuzzing Performance and Precision CCS’21

Runtime mitigation

Efficient protection of path-sensitive control security USENIX 17

Fault analysis

Hardware-assisted software hardening techniques for performant security

*:in submission
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Efficient Protection of Path-Sensitive
Control Security



What is control flow?

The order of instruction execution

Only limited sets of valid transitions
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What is control hijacking?

An exploitable vulnerability

Subvert control transfer to unexpected targets
® Code injection attack
® ROP/return-to-libc attack
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Control flow integrity (CFl)

Lightweight
Runtime enforcement

Pre-computed valid sets

® Points-to analysis

Limitations

® Over-approximation for soundness




Motivating example

1 void dispatch() {

Parse request | 2 void (*handler)(struct request *) = 0; |
_ _ _ 3  struct request req;
Assign <handler> function pointer 4
® if ADMIN: priv 5 while(1){

6 parse_request(&req);
[7 if (req.auth_user == ADMIN) {]

® else: unpriv

) 8 handler = priv;

Strlp request arguments [9 Telse { ]
10 handler = unpriv;

Handle request 11 // NOTE: buffer overflow
12 strip_args(reg.args);
13 }
14 handler(&req);
15 }
16 }




Motivating example
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1 void dispatch() {

2 void (*handler)(struct request *) = 0;
3  struct request req;
4
5 while(1) {
6 parse_request(&req);
7 if (req.auth_user == ADMIN) {
8 handler = priv;
9 } else {
10 handler = unpriv;
11 // NOTE: buffer overflow
[12 strip_args(reg.args); ]
13 }
14 handler(&req);
15 }

16 }




Limitation of traditional CFlI

_ _ _ 1 void dispatch() {
Pre-computed valid transfer sets through static analysis

2 void (*handler)(struct request *) = 0;
® Lacks dynamic information 3 struct request req;
4
5 while(1) {
parse request() 6 parse_request(&req);
/ \ 7 if (reg.auth_user == ADMIN) {
8 handler = priv;
[ if: priv() else: unpriv() ] 9 }else {
10 handler = unpriv;
\ / 11 // NOTE: buffer overflow
12 strip_args(reg.args);
[ handler = priv && unpriv ] 13 Y
(14 handler(&req); ]
15 }
16 }




PITTYPAT: path-sensitive CFI

1 void dispatch() {

At each control transfer, verify points-to set based on a

2 void (*handler)(struct request *) = 0;
single execution path 3 struct request req;
4
5 while(1) {
parse request() 6 parse_request(&req);
/ \ 7 if (reg.auth_user == ADMIN) {
8 handler = priv;
[ if: priv() else: unpriv() ] 9 telse {
10 handler = unpriv;
\ / 11 // NOTE: buffer overflow
12 strip_args(reg.args);
[ handler=  uppiiv ] 13 }
|14 handler(&req); ]
15 }
16 }




Challenges

Collecting executed path information efficiently

Trace information cannot be tampered with

Compute runtime points-to relations efficiently and precisely




Our solution: Intel Processor Trace

Low-overhead commodity hardware
® Compressed packets to save bandwidth
® PIN/DynamoRIO/QEMU?

Trace sharing protected
® CR3filtering
® HW ->0S -> user-space

® Source instrumentation?




Our solution: incremental points-to

Input:
® LLVM IR of target program
® Mapping between IR and binary

® Runtime execution trace

Output: points-to relations on a single execution path




PITTYPAT: system overview

Monitor module:

LLVM Meta
IR Data .
Point-To

® Kernel-space driver for Intel PT p Ring read v ' update prlablil
—>
Buffer Analyzer |¢ fp2 | f2
Analyzer module: } A query
'@intercept . G
[ r-space analysis to update points-to relations ! write . ! tif
User-sp y P P i@ restore Owait! @notity
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dump trace
® Parallel design CPU PT

® Avoid decoding exact conditional branches

Optimization for efficiency:

® Only analyze control-relevant functions/instructions




Forward edge points-to size
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Performance overhead
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Discussion

Non-control data corruption cannot be detected

Not reasoning about field sensitiveness

Performance vs. accuracy




Hardware Support to Improve Fuzzing
Performance and Precision



Fuzzing — a searching problem

Input space -> program states

Search comprehensively
® Seed selection
® [nput mutation

® Feedback collection

Search efficiently
® More iterations under limited resources ‘




Coverage-guided fuzzing

Code coverage = program states

Trace-encoded bitmap
® basic blocks/edges

) , R
Coverage collection New Input | > Program
® Source-based A
® Binary-only mutate
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Source-based tracing

When source code is available 1 # [Basic Block]: 1 # preparing 8 spare registers
2 # saving register context 2 push %rbp
Source instrumentation 3 mov %rdx, (%rsp) 3 push %rl5
4 mov %rcx, 0x8(%rsp) 4 push %ril4
® GCC, Clang 5 mov %rax, 0x10(%rsp) 5 ..
6 mov %rax, %rl4

9 # restoring register context
10 mov 0x10(%rsp), %rax
11 mov 0x8(%rsp), %rcx
12 mov (%rsp), %rdx

(a) afl-gcc (b) afl-clang




The cost of source instrumentation
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Binary-only tracing

COTS binary, legacy software

Dynamic binary instrumentation
® e.g., QEMU, PIN, DynamoRIO, Unicorn

Static binary rewriting

® e.g., Dyninst, RetroWrite

Hardware features:
® e.g., Intel PT, Intel LBR




The cost of binary-relevant schemes
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Our solution: SNAP

Transparent support of fuzzing

® Source-based vs. binary-only

Efficient hardware-based tracing
@® Existing information in CPU pipeline

® Idle hardware resources

Rich feedback information

® Micro-architectural program states




The hardware perspective

RISC-V BOOM core

® Trace Decision Logic

Front-end o € target address, prediction result
Branch Prediction

A\ 4

® Branch Update Queue Fetch Branch .
® Last Branch Queue Controller Predictor @ allocate new entries LBQ
Fetched inst. l
Trace " ] LDQ" STQ? BUQ
Decision

Logic Fetch Buffer

{use_buq, use_lbq}

| bt

L1 I-Cache L1 D-Cache

\ 4

1LDQ (Load Queue)
Fetch Stage Memory Stage %STQ (Store Queue)




Micro-architectural Optimization

Memory request aggregation

Front-end Sranch Predicti € target address, prediction result
ranc rediction
Opportunistic bitmap update ] | |
Fetch Branch .
Controller Predictor @ allocate new entries LBQ
Fetched inst. l
i > LDQ? STQ? BUQ

o Fetch Buffer
@ Aggregation

f Lt ]t ]t OsmRar

L1 I-Cache L1 D-Cache

{use_bugq, use_lbq}

\ 4

1LDQ (Load Queue)
Fetch Stage Memory Stage %STQ (Store Queue)




The OS perspective
Configuration interface dser Eexe.

Feedback

® CSRs & system calls
Fuzzer

A

Memory sharing Syscall

® Kernel device driver ——
Branch Bitmap

Process management Records

° [oo] ] ba] |
® task struct s 7 LI
v CPU \\ III “\I:L:
. 4_’ \
Eeru_ttlon N %
ni
Branch L, <> |:|
Predictor IBQ Mem
HW




Near-zero tracing overhead
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Tracing overhead: 3.14%

Memory request aggregation rate: 13.47% 9

Cache thrashing problem: 1.63%
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Improved fuzzing metrics
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Improved fuzzing metrics

= AFL-QEMU

Runtime coverage £
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SNAP is practical

Area overhead: 4.82%

Power overhead: 6.53%

Compatible to most existing fuzzers




Discussion

Experimental setup with low clock frequency

No support for kernel coverage, yet

Not suitable for tracking dynamic code generation




Nested Virtualization for
Performant Hypervisor Fuzzing



Cloud services — the new battlefield

$111 billion revenue in 2020

36.5% yearly growth \

Zerodium &
@Zerodium

We're paying up to $500,000 for #0day exploits
targeting VMware ESXi (vSphere) or Microsoft Hyper-V,
and allowing Guest-to-Host escapes.

The exploits must work with default configs, be reliable,
and lead to full access to the host. Contact us:
zerodium.com/submit.html

7:40 AM - Mar 5, 2019 - Twitter Web Client

\ l:go(;/gle Cloud ““\ 18%
(U C

https://www.statista.com/chart/18819/worldwide-market-share-of-leading-cloud-infrastructure-service-providers
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Overview of virtualization

Intel VT-x / AMD-v N O N
Guest
Type-I hypervisor VM
BN " @ BN J
® e.g., Xen, Vmware ESXi, Hyper-V 1 f
Type-Il hypervisor L L JEL ?Emy
® e.g., KVM/QEMU, VirtualBox, Vmware Workstation s y *
A + | AKVM
\Lmux_ )
[Hardware il d W r_|




Threat model

VM integrity violated e N ( N ~
® Kernel- & user-space G\l/JI(\E/ISt
Privileged operations trapped by VMM 6 @ ;:;_m_::_/
® e.g., MMIO/PIO, hypercall ; Ik ) : ?EME’ N
4 : T
LinA;m“ bl
% 2RSS EIRS )
[Hardware ] d W r_|




Dissecting the attack surface

CPU virtualization

Memory virtualization

|/O virtualization




Dissecting the attack surface

CPU virtualization
® VM control structure (VMCS)
® VMX root mode Non-root VM




Dissecting the attack surface

Memory virtualization
® Extended page table (EPT)




Dissecting the attack surface
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Fuzzing non-user application

Syzkaller [Google’17]
® Coverage feedback enabled

® Running multiple inputs at once

HYPER-CUBE [NDSS’20]
® Coverage feedback disabled
® Customized OS




Challenges

Determinism

® C(lean state per execution

Throughput

® Fast execution speed

Compatibility

® One solution for all




Nested virtualization to rescue
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Nested virtualization to rescue...?

No proper hardware support

® Root vs. non-root mode
® One VMCS in use




The multiplexing design

LO serves the intermediate layer (3 ][Ll )
Complex VM states ® N \\ If /I\\ lf"'\\ /f\\ y
Performance cost ® (10 \_/ _________ A X“
® Execution overhead — exit multiplication - )

® Snapshot overhead — dirty memory multiplication

® The interleaving effect




Snapshot and recovery

CPU reset 5 1
M N Guest VM Guest Hypervisor
emory rese \
Y ‘ g\ g
€ snapshot or @ Reflect @ Trap 12
Device reset restore hypercall L2 VMExit VMEntry
0 | N A Y A
O rorward
to userland
© handle |
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d E M U request
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Snapshot and recovery

CPU reset
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Snapshot and recovery

Memory reset

Host VA
Page
Table

Host PA

QEMU

Guest VA

Page
Table
v

Guest PA

EPT

Host PA




Snapshot and recovery

Device reset




Minimal OS

L1 & L2 OS
® L1 minimized, but still supports virtualization

® |2 customized, as fuzzing executor

Mitigate overhead from both exits and dirty memory




Implementation details

Snapshot mechanism
® QEMU v5.0.0

LO VM exit handling
® Linuxv5.0

L2 customized OS
® crashOS

Component

Lines of code (LoC)

Snapshot & restore mechanism (QEMU)
VM exit trapping and handling (KVM)

1,317 lines in C
97 lines in C

Fuzzing executor (L2 kernel)
Fuzzing coordinator (fuzzer)

1,146 lines in C
1,386 lines in Python




Evaluation

Q1. How fast can we improve the fuzzing throughput from baseline?

Q2. How does variation of OS affect overhead?

Q3. Can we find real-world vulnerabilities in existing hypervisors?




Improving fuzzing throughput
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Anatomy of overhead

Execution overhead

® Exit multiplication

Snapshot overhead

® Dirty memory multiplication




Exit Multiplication

8.00% exits from Linux defconfig 4000 = Single

16.20% exits from Linux miniconfig W Nested
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Dirty memory multiplication
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Performance cost from dirty memory
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Performance cost from VM exits
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Testing real-world hypervisors

QEMU & VirtualBox

Found 14 zero-day bugs

CVE Device Vulnerability
CVE-2020-13361 ES1370 audio Heap OOB access
CVE-2020-13362 MegaRAID SAS storage manager Heap OOB access
CVE-2020-13659 MegaRAID SAS storage manager | Null pointer dereference
CVE-2020-13754 | Message Signalled Interrupt (MSI-X) Heap OOB access
CVE-2020-13791 ATI VGA display Heap OOB access

CVE-2020-13800

ATI VGA display

Infinite recursion




Discussion

Fuzzing precision also matters

Testing more hypervisor targets

Adopting advanced bug finding techniques




Conclusion

A hardware-assisted software hardening solution with careful design is beneficial to
® Performance

® Compatibility

® Reliability

This dissertation demonstrates this idea with
® PITTYPAT: an efficient runtime enforcement for path-sensitive control-flow security
® SNAP: a customized hardware platform to enhance the performance of coverage-guided fuzzing

® HYPERSET: a nested virtualization framework for performant hypervisor fuzzing
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