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What happened
before the crash?

Internet Explorer

Internet Explorer has encountered a problem and needs
to close. We are zorry for the inconvenience.

IF wau were i the middle of zamething, the infarmation gau were warking on
might be st

Pleasze tell Microzoft about thiz problem.

w'e have created an erar report that you can send to help us improve
Internet Explorar. e will treat this repart a2 confidential and anonymous.

To zee what data this ermor report containg, click here,

Debug | Send Ermor Repart |













REPTReverseExecution withProcessorTrace



REP:TReverseExecution withProcessoiTrace

AOnline hardware tracing (e.qg., Intel Processor Trace)
ALog the control flow with timestamps
ALow runtime overhead (& 5%)

ANo data! \

AOffline binary analysis
ARecovers data flow from the control flow






REPT Data Recovery

ASinglethreaded execution reconstruction



Core Dump
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Instruction Sequence

Execution History

How to recover
overwritten states




lea rbx, [d]
mov rax, 1
add rax,[ rbx]
mov [ rbx ], rax

xor rbx, rbx



lea rbx, [d]
mov rax, 1
add rax,[ rbx]
mov [ rbx ], rax

®» Xor rbx, rbx

rax =7,
rax =7,
rax =2,
rax =3,

rax =3,

rax =3,

rbx =?, [g]=3

rbx =7, [g]=3

rbx =2, [g]=3 WRONG!

bx =2, @

rbx =?, [g]=3
rbx =0, [g]=3



» lea rbx, [d]
mov rax, 1
add rax,[ rbx]
mov [ rbx ], rax

xor rbx, rbx

rax =?,

rax =?,

rax =2,
-
rax :34,"

rax =3,

rax =3,

rbx =2, [g]=3
rbx =@, [g]=3
rbx =8, [g]=3
rbx =@, [g]=3

rbx =7, [g]=3
rbx =0, [g]=3



