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What happened 
before the crash?









REPT: Reverse Execution with Processor Trace



REPT: Reverse Execution with Processor Trace

ÅOnline hardware tracing (e.g., Intel Processor Trace)
ÅLog the control flow with timestamps

ÅLow runtime overhead (1 ς5%)

ÅNo data!

ÅOffline binary analysis
ÅRecovers data flow from the control flow





REPT Data Recovery

ÅSingle-threaded execution reconstruction

ÅMulti-threaded execution reconstructionÅMulti-threaded execution reconstruction



Core Dump Instruction Sequence

+ =  ?

Execution History

How to recover 
overwritten states



lea rbx , [g]

mov rax , 1

add rax , [ rbx ]

mov [ rbx ], rax

xor rbx , rbx



lea rbx , [g]

mov rax , 1

add rax , [ rbx ]

mov [ rbx ], rax

xor rbx , rbx
rax =3, rbx =0, [g]=3

rax =3, rbx =?, [g]=3

rax =3, rbx =?, [g]=3

rax =?, rbx =?, [g]=3

rax =?, rbx =?, [g]=3

rax =?, rbx =?, [g]=3

rax =3, rbx =?, [g]=3

rax =?, rbx =?, [g]=3



lea rbx , [g]

mov rax , 1

add rax , [ rbx ]

mov [ rbx ], rax

xor rbx , rbx
rax =3, rbx =0, [g]=3

rax =3, rbx =?, [g]=3

rax =3, rbx =?, [g]=3

rax =?, rbx =?, [g]=3

rax =?, rbx =?, [g]=3

rax =?, rbx =?, [g]=3

rax =?, rbx =g, [g]=3

rax =1, rbx =g, [g]=3

4?
rax =3, rbx =g, [g]=3

rax =?, rbx =g, [g]=3

rax =1, rbx =g, [g]=3


