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VoLTE= Voice over LTE 

× 4G LTE: All-IP based Network 

× Voice call: Implementation of VoIP on LTE 

× 3G network

ï Data and voice is separated

× 4G LTE network

ï Both data and voice are delivered as data-flow
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Voice delivery in LTE
× ±ƻƛŎŜ ƛǎ ŘŜƭƛǾŜǊŜŘ ǘƘǊƻǳƎƘ ǘǿƻ Řŀǘŀ ŎƘŀƴƴŜƭǎΣ ŎŀƭƭŜŘ άōŜŀǊŜǊέ

ï Bearer: a virtual channel with below properties

ï Bandwidth, loss rate, latency (QoS)

× For VoLTEservice,

1. Control plane (default bearer): call signaling, *SIP

2. Data plane (dedicated bearer): voice data, *RTP
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ï Bearer: a virtual channel with below properties

ï Bandwidth, loss rate, latency (QoS)

× For VoLTEservice,

1. Control plane (default bearer): call signaling, *SIP

2. Data plane (dedicated bearer): voice data, *RTP

4

4G 
Gateway

Default bearer, IP addr : 1.1.1.1

IMS

Internet

Dedicated bearer, port: 1234

*SIP: Session Initiation Protocol, *RTP: Real-time Transport Protocol



VoLTEmakes cellular network more complex
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#1: VoLTEAccounting 
× Accounting in 3G
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Anatomy of smartphone
× Smartphone has two processors
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#2 Voice solution in device, 3G case
3G Phone
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Two problems in VoLTE

1. A complex accounting infrastructure

2. Delegating voice signaling (previously done by CP) to AP
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Our approach to attack two problems
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ï[ŜŀǾŜ ŘŜǘŀƛƭ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ǘƻ ƻǇŜǊŀǘƻǊǎΣ ŎƘƛǇǎŜǘ ǾŜƴŘƻǊǎΣ Χ

× Make a checklist of potential vulnerable points in the VoLTE feature

ï About 60 items for both control and data plane

× Perform an analysis in 5 major operational networks

ï 2 U.S. operators and 3 South Korea operators
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VoLTECall Procedure
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INVITE

200 OK

Caller SIP server Callee

Voice Session (RTP payload = voice data)

Header : phone # of caller/calleeΣ Χ
Body     : IP addrΣ ǇƻǊǘ ƴƻΦΣ ΧΧ

*SIP: Session Initiation Protocol, *RTP: Real-time Transport Protocol



Free Channel: SIP Tunneling
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INVITE

Caller SIP server Callee

Χ

Header : phone # of caller/callee, injected data
Body     : IP addr, port no., injected data
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Voice Session (RTP payload = voice data)

*SIP: Session Initiation Protocol, *RTP: Real-time Transport Protocol



Free Channel: Media Tunneling
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Outline
× Four free data channels

ï Using VoLTEprotocol (for all operators)
ÁSIP tunneling
ÁMedia tunneling

ï Direct communication (for some operators)
ÁPhone-to-Internet
ÁPhone-to-Phone

× Five security issues
ï No encryption of voice packets
ï No authentication of signaling
ï No call session management (DoSon the cellular infrastructure)
ï IMS bypassing
ï Permission model mismatch (VoLTEŎŀƭƭ ǿƛǘƘƻǳǘ ά/![[ψtIhb9έ ǇŜǊƳƛǎǎƛƻƴύ
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Free Channel: Direct communication
× Phone-to-Phone

ï Open a TCP/UDP socket with voice IP
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Evaluation Result: Accounting Bypass
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Outline
× Four free data channels

ï Using VoLTEprotocol (for all operators)
ÁSIP tunneling
ÁMedia tunneling

ï Direct communication (for some operators)
ÁPhone-to-Internet
ÁPhone-to-Phone

× Five security issues
ï No encryption of voice packets
ï No authentication of signaling
ï No call session management (DoSon the cellular infrastructure)
ï IMS bypassing
ï Permission model mismatch (VoLTEcall without ά/![[ψtIhb9έ permission)
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No Encryption for Voice Packets
× For voice signaling, 

ï only one operator was using IPsec

ï An attacker can easily manipulate VoLTEcall flow

× For voice data,

ï no one encrypted voice data

ï An attacker might wiretap the outgoing voice data
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Weak Point Vulnerability US-1 US-2 KR-1 KR-2 KR-3 Possible Attack

IMS
No SIP Encryption X ṉ ṉ ṉ Message manipulation

No Voice Data Encryption ṉ ṉ ṉ ṉ ṉ Wiretapping

: Vulnerable : Secure



× No authentication

ï Make a call with a fake number

No Authentication/Session Management

27
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× No authentication
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× No authentication

ï Make a call with a fake number

× No session management
* In a normal call, one user can call to only one person

ï Send multiple INVITE messages

ÁSeveral call sessions are established

ÁFor each call session, high-cost bearer is established

ï Even one sender can deplete resources of the core network
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IMS

Caller Spoofing Scenario
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Header : phone # of caller/calleeΣ Χ
Body     : IP addrΣ ǇƻǊǘ ƴƻΦΣ Χ

INVITE

Header : phone # of caller/calleeΣ Χ
Body     : IP addr, port no.Σ Χ

INVITE
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