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Example: Github

» Github hosts projects (git repository)
» Users have own projects
 Authentication based on SSH public key

/]

g github

githUb Signup and Pricing  Explore GitHub =
SOCIAL CODING

Interesting Repositories

Explor e Repositories Languages Timeline
Interesting Popular Farked Papular Starrec
- *1
rails

Ruby on Rails

. c #2982 7328
git

Git Saurce Cade Mirrar - This is a publish-anly repository and all pull requests are ignored. Please fallow Documentation/SubmittingPatches
procedure for any of your improvements.



Vulnerability: attacker can
modify any user's public key
* Publicly announced in March 2012

 Unauthorized user modified Ruby-on-Rails
project after modifying a developer's public key.

rails / rails

wow how come | commit in master? O_o

M homakov

showing 1 changed file with 3 additions and 0 deletions.

[

+another showcase of rails apps vunlerability.



Problem: who exploited this
vulnerability?

* Other attackers may have known about the
vulnerability for months or years

* Adversaries could have modified many users'
public keys, repositories, etc.

 |deally, would like to detect past attacks that
exploited this vulnerabillity



Github's actual response

* Immediately blocked all users
* Asked users to audit own public key

Action Required - SSH Key Vulnerability Inbox
GitHub © supporti@github.com Mar 7
to me (-

# Required Action

Since you have one or more SSH keys associated with your GitHub account
you must visit hitps://github. com/settings/ssh/audit to approve each valid S5H
Key.

Until you have approved your S5H keys, you will be unable to clone/pull/push
your repositories over SSH.



Detecting past attacks is hard

* Current tools require manual log analysis
* |Logs may be incomplete

* Logs may be large (Github: 18M reqg/day)



Too many vulnerabilities
to inspect manually

 CVE database: 4,000 vulnerabilities per year
* Hard enough for administrator to apply patches

* Auditing each vulnerability for past attacks is
impractical

30A9 MOH | A39A92YAQOT | 030V | AAJUGOE TeoM | 20190T 23MIT ; Subscribe: yievilsd srmoH / latipit

Thursday, Onvbgzon sia7 PMET

Search i © A | ovisQomot g

EDITION: INTERNATIONAL

. noeS e AdALIBL ﬁA(I(IAQ «voma0 s soneetenq noltibe 162

201

g 2991071 nsydil ot ells1 blodgnotie tesl

2014
203Ri22000 LA

What effect
will the Libyan,

2Has00TOHA R | WM QAIMANOOUS | wam F0Teri 0390 | wan 3auTaso

ALAOW have on the
20 region? ]
20ITLIOT X E
HAHOY W + steg-sinogs!
et + elooro@ vquoo0 sHofeic] = = ]
HOOHIATA + bagagnH :sev0dnsetd = = NATO official: ferbed% believed to ha Die Seite auf https:/ /plus.google.com
TDOIOVHDAT + -0 M dlid@ ¢ evim o dying at the hands of fighters BVmED{Om\ eldet:
2TA0T . " m{:
W s 20iqel i
e g = Posts  About P
HTIATH = e
vormio + smsdslf lsiosibd Works &l "»<in
eTiA «BTIAAAM 41 cose 1020 1 ( Abbrechen ) [ OK ) onerromalert(!
z i s albums {“Abbrechen—) (——0K——)
aHoo8 002 92|  wod psb
esivolt 121539 1156178 2501 “B‘Cd'—l 1ermod 18 « 20 Attands <hi>d
oM w551 earie| ot
orli no torl2 1abssl T—

atsorT S E » 2 & T B @ OF PP SHEF M 3 4 GETQUOTES & zofolnct

arme 219tdpit vd nun

Fighters wrested control of Gol Muammar ekQaddafs hometown

oneror=alortit

oniW & pninid
o2 B noifzs . . ' .
neb1sd & smoH eogaml gaidutei( NEWSAnALYsis . J—— Unverified image surfaces of G?dnaﬁ
onibbeWy enoitasu() seissl W 01 EOTqA WSVl & 101 22500 Tsritomh N = Fighters attacked former leader's house
10050le)  hoil oH woH JodA v AT PANDIER and BAVID LEONIARST 380 PIET. . T L - Scenes of celebration across Libya 1IN COMMON WITH YOL
JAVAAT By KAREEN FAHIM and RICK Itis unclear whether the strategy’s gains will be lasting, and if |, Zrolat il bog « Fight th trol Sirt
. CLAGSTONE 10 mnias 295 they can be replicated in other conflics, In “The Agony ighters say they now control Sirte e |
P Th e amd the Restasvs = After months of fighting, war appears over

+ "aigeria lutnisq ,pnol to bn3" :8MedO 1

+ spsta bhow triguoa iteribe® | sidenA MO

« pold avid | 1oitiwT | 2hogefi bnae
WARNING GRAP)



Approach: automate auditing
using patches

* Insight: security patch renders attack harmless

 Technique: compare execution of each request
before and after patch is applied

e Same result: no attack
« Different results: potential attack!



Example: Github vulnerability

githUb taeso [_'_'l' t'.ﬂ-u”_ % [:-h-

Add an SSH Key

Key

ssh-rsa
AAAAB3IMNZaCT1yc 2ZEAAAADARABAAABACDP tpKNeWrdbulj 3nTQdP LkzeM+Lpf+0+0 DVAyYh G LAH3fOVHC P KIjPynD
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dBUAPIgMHQEBFJwQgj5 taesoo @zl

T Tm———

\

<lhput type="text" nam
<input type="hidden" value=
</form>

aeso0" Qame="id» >




Example: Github vulnerability

params = {
"key" => "ssh-rsa AAA .. ",
'1d"  => "taesoo"

def update pubkey
@key = PublicKey.find by id(params['id'])
@key.update attributes(params|['key'])

end



Example: Github vulnerability

— patraps = {
attacker? => "ssh-rsa AAA .. "
=> "taesoo"
|
\
~
iy

def update pubkey
@key = PublicKey.find by id(params['id'])
@key.update attributes(params['key'])

end



Example: Github vulnerability

params = {
"key" => "attacker's public key",

"id" => "victim"
l

Attackers can overwrite any user's public key,
and thus can modify user's repositories.

UerT UpudlE pPUDKEY
@key = PublicKey. ("victim")
@key. ("attacker's public key")
end



-+

Simplified patch for
Github's vulnerability

def update pubkey

@key

@key

@key.
end

= PublicKey.find by id(params]| 1)
= PublicKey.find_by_id¢Cur_user.id)

update attributes(pa ramsij 1)

Login-ed user's id




Patch-based auditing finds attack

* Replay each request using old(-) & new(+) code

» Attack request generates different SQL queries

def update pubkey
-  @key = PublicKey.find by id(params] 1)
+ @key = PublicKey.find by id(cur user.id)
@key.update attributes(params]| 1)

end

UPDATE .. WHERE KEY=.. ID=victim
-
UPDATE .. WHERE KEY=.. ID=attacker



Challenge:
auditing many requests

 Necessary to audit huge amount of requests

* Vulnerability may have existed for a long time

 Busy web applications may have many requests
(Github: 18M reqg/day)

* Auditing one month traffic requires two months

* Naive approach requires two re-executions
(old & new code) per request



Contribution

» Efficient patch-based auditing for web apps.

* 12 — 51x faster than original execution for
challenging patches

* Worst case, auditing one month worth of requests
takes 14 — 60 hours



Overview of design

Runtime Auditing
> ) patch
HTTPD Audit Ctrl . , Admin
suspect
PHP Replayer requests

~.

Audit log



Logging during normal execution

CGl, GET, POST ...
initial input

o
PHP

rand() —

non-deterministic input ~ |[«— mysql_query()
external input

HTML



Auditing a request

PHP PHP

rand() —» rand() —»

<+«—— mysql_query() «—— mysql_query()

I original I patched
\/ y
HTML ~~~—-u ___—"HTML

compare?

B original function
Audltmg B patched function



Auditing a request

PHP PHP

rand() —» ‘ rand() —» ‘

Naive approach requires two complete
re-executions for every request

¢ '

HTML ~—0 " HTML
compare?

B original function
Aud/tlng B patched function



Opportunities to improve
auditing performance

» Patch might not affect every request

 How to determine affected requests?

* Original and patched runs execute common code

 How to share common code during re-execution?

* Multiple requests execute similar code

 How to reuse similar code across multiple requests?



Key ideas

* Ildea 1: Control flow filtering

» Auditing only affected requests

* Ildea 2: Function-level auditing

* Sharing common code during re-execution

 ldea 3: Memoized re-execution

 Reusing memoized code across multiple requests



Idea 1: Control flow filtering

« Step 1: Normal execution

* Record the control flow trace (CFT) of each request

» Step 2: Indexing
* Map the control flow trace (CFT) to the basic blocks

» Step 3: Auditing
 Compute the basic blocks modified by the patch

 Filter out requests if did not execute any patched
basic blocks



Static analysis of source code

 Computing basic blocks of source code

@ function get name() {
@ return $ GET['name'];

@ }

start =& @ if ($ GET['q'] == 'echo') {
® echo get name();
® }



Static analysis of source code

 Computing basic@‘s of source code
function get name() {
@ return $ GET['name'];
}

start =& @ if ($ GET['q'] == 'echo') {
® echo get name();
® } .

JMP,BRK ..



Recording control flow trace

e Normal execution:

logging control flow trace (CFT) of each request

/s.php?q=test

@ function get name() {
@  return $ GET['name'];

S} 'test'!="echo'
start — @ if ($ GET['q'] == 'echo') {

® echo get name();

® }

CFT: [ @ ’ file, scope, func, #instruction)



Computing executed basic blocks

* |Indexing:

computing executed basic blocks of each request

Basic Blocks /s.php?qg=test
@ function get name() {
[(D,D,3)] @ return $ GET['name'];
@ }
vV [@)] @ if ($ GET['q'] == 'echo') {
(B)] ® echo get name();
vV [®: ® }




Computing modified basic blocks

» Auditing:
compute the basic blocks modified by the patch

Basic Block :
asic Blocks @ function get name() {

-2 return $ GET['name'];

VIOD,2,3] +2  return sanitize($ GET['name']);
S }
@ if ($ GET['q'] == 'echo') {

®  echo get name();
® }

©08




Comparing basic blocks

» Auditing:
filter out the requests that did not execute patched
basic blocks
Executed Patched
[(D,2,3)] v [D,2,3]
vV [@] (@D
(®)] (®)]
vV [® (®]




Summary: control flow filtering

Filtered
/ ‘ |
|
|
vV \ | \/
|
Recorded requests ! Affected requests

@ modified basic block



Idea 2: Function-level auditing

} optimization 1

:
v } optimization 2

PHP PHP

B original function
B patched function

* Optimization 1: sharing common code

 Share code up to the patched function

* Optimization 2: early termination

« Stop after the last invocation of the patched functions



Function-level auditing

PHP
Auditing
fork()
i
compare I original function
side-effects? I patched function

 Intercept side-effects inside the patched functions
» Stop after the last invocation of the patched functions
 Compare intercepted side-effects



Intercepting side-effects

global writes

class PublicKey { (e.g., global, class)

html output function updgfe($key) {

$rtn = mysql_query(¢UPDATE .. $key ..™p;

retu rn /‘

}
return value — external calls
3 (e.g., header, sql-query ...)

<the worst case example>



Comparing side-effects

4

N PHP
Serialized Serialized
/ \ / [output]
[output] s:102:<html> ....
s:102:<html> .... fork()

[globals]
ggzlgblfrlls&]}ept - »~ s:29:Fri Sept ...;
S:06: updated I I s:7:patched;

\return] ] Er1eturn]
\ /V
compare

side-effects?

 |f different, mark the request suspect
 |f same, stop and audit next request



Summary: function-level auditing

Optimize

y

\J

Affected requests

Nai_v_e : Function-level
auditing auditing



ldea 3: Memoized re-execution

 Motivation: many requests run similar code

1)/s.php?g=echo&name=alice

:}CFT1UDK3#3K3£3KD]

@ function get name() {
@  return $ GET['name'];

@ }

start — @ if ($ GET['q'] == 'echo') {
® echo get name();
® }



ldea 3: Memoized re-execution

 Motivation: many requests run similar code

1)/s.php?g=echo&name=alice

2)/s.php?g=echo&name=bob }CFT: [@,6,0,2,3,®]
3)/s.php?g=echo&name=<script>..

@ function get name() {
@  return $ GET['name'];

@ }

start — @ if ($ GET['q'] == 'echo') {
® echo get name();
® }



ldea 3: Memoized re-execution

 Motivation: many requests run similar code

Control flow group (CFG)

1)/s.php?g=echo&name=alice

2)/s.php?g=echo&name=bob }CFT: [@,6,0,2,3,®]
3)/s.php?g=echo&name=<script>..

@ function get name() {
@  return $ GET['name'];

@ }

start — @ if ($ GET['q'] == 'echo') {
® echo get name();
® }



ldea 3: Memoized re-execution

« Step 1: normal execution

 Record control flow trace (CFT) of each request
« Classify the corresponding control flow group (CFG)

o Step 2: auditing (each CFQG)

* Determine input differences among requests
(template variables)

* Generate a template: efficient way to re-execute
request given an assignment of template variables

 Re-execute each request using the template




Determining template variables

 Template variables are input differences among all
requests in the same CFG
(e.g., GET/POST, CGl variables, ...)

1) /s.php?g=echo&name=alice
2)/s.php?g=echo&name=bob
3)/s.php?g=echo&name=<script> ..

(e.g., $GET[name] = Template variable)



Generating a template

Template variable

/s.php?g=echodname=alice

1) function :;;\;;ﬁe() {

C) return|t GET[ 'name’]
© w =/

start —» @) §f (s GET['q'] == 'echo') {
B *%echo| get name();
® }

— Template: [@,5)]

1. Determine template variables of the CFG
2. Pick / replay a request from the CFG
3. Record instructions depending on template variables



Re-executing the template

1)/s.php?g=echo&name=alice
2)/s.php?g=echo&name=bob
3)/s.php?g=echo&name=<script> ..

1. Update the template variable
(e.g., $GET['name'] = 'bob' and '<script>...")

2. Re-execute the recorded instructions in the template

2  return $ GET['name'l];
5) echo return of @:



Auditing with template
re-execution

3)/s.php?g=echo&name=<script> ..

(1D function get name() {
-2 return $ GET['name'];
+@)  return sanitize($ GET['name']);

@ 3}

@ if ($ GET['q'] == 'echo') {
® echo get name();

® }

1. Given a patch

2. Re-execute the template up to the patched function

3. Perform function-level auditing



Summary: template re-execution

Template re-execution

CFG CFG :
— | ‘}ﬁ
| § Template
‘l
||
@
(:’
o"
\4 ||

Affected requests CFG



Optimization: collapsing
templates

* Motivation: different CFGs can share common
code up to the patched function (given patch)

PHP PHP PHP
| 4+ | — |
CFG-1 CFG-2 Collapsed CFG

(CCFG)



Summary: collapsing template

Template re-execution

"ﬁ

(/ Template
‘t

'l

4

®

o

CCFG Auditing



Implementation

 POIROT: a prototype for PHP

 Based on PHP-5.3.6
* Using PHP Vulcan Logic Dumper
* 15,000 LoC changes

* No changes in application source code



Evaluation

 Does POIROT detect attacks of real vulnerabilities?
* Does POIROT audit efficiently?

 Does POIROT impose reasonable runtime overhead?



POIROT detects real attacks

 MediaWiki: detected 5 different types of attacks

(using realistic Wikipedia traces)

e HotCRP: detected 4 information leak vulnerabilities

(using synthetic workloads)

CVE Description  Detected? F+
2009-4589 | Stored XSS Yes 0
2009-0737 | Reflected XSS Yes 0
2010-1150 | CSRF Yes 0
2004-2186 | SQL injection Yes 0
2011-0003 | Clickjacking Yes 100%

MediaWiki

BUG Detected? F+

f30eb Yes 0
63896 Yes 0
3ff7b Yes 0
4fb7d Yes 0

HotCRP



POIROT efficiently audits attacks

« 34 CVEs (security patches 2004 ~ 2011)
» Trace containing 100K Wikipedia requests (3.4 h)
e Auditing time:
« 29 CVEs: <0.2 sec
« 5 CVEs: ~9.2 min (12x ~ 51x faster than the original execution)

oY= Tihrlr?év(?]) Tli:rr?e"?r(g ;)
2011-4360 6.6 h 4.5 min
2011-0537 6.6 h 4.5 min
2011-0003 7.0 h 16.5 min
2007-1055 6.8 h 16.9 min
2007-0894 8.8 h 4.0 min
29 cases™ 6.9 h 0.02~0.19 s

*
2011-1766, 2010-1647, 2011-1765, 2011-1587, ...



Control flow filtering is effective
for many patches

« 34 CVEs (security patches 2004 ~ 2011)
« Trace containing 100K Wikipedia requests (3.4 h)
e Auditing time:

29 CVEs: <0.2 sec>

« 5 CVEs: ~9.2 min (12x ~ 51x faster than the original execution)

oY= Tihrlr?év(?\) Tli:rr?e"?r(r)\ ;)
2011-4360 6.6 h 4.5 min
2011-0537 6.6 h 4.5 min
2011-0003 7.0h 16.5 min
2007-1055 6.8 h 16.9 min
2007-0894 8.8 h 4.0 min
29 cases™ 6.9 h 0.02~0.19 s

*

2011-1766, 2010-1647, 2011-1765, 2011-1587, ...



Control flow filtering is effective
for many patches

« 34 CVEs (security patches 2004 ~ 2011)

* Trace containing 100K Wikipedia requests (3.4 -h) —
@ Function-level auditing

Memoized re-execution

e Auditing time:
« 29 CVEs: <0.2 sgc

5 CVEs: ~9.2 min(12x ~ 51x faster than the original execution)

oY= Tihrlr?év(?\) Tfrr?é?rcrz ;)

2011-4360 6.6 h 4.5 min

2011-0537 6.6 h 4.5 min

2011-0003 70h 16.5 min

2007-1055 6.8 h 16.9 min

2007-0894 8.8 h 4.0 min

29 cases™ 6.9 h 0.02~0.19 s

*

2011-1766, 2010-1647, 2011-1765, 2011-1587, ...



Function-level auditing
improves performance

* Naive: 7.3 h — Func-level: 3.5 h
* Re-execute 2 — 60% (avg. 16%) instructions

CVE #re-exec._ Instruc_tions Func-level
| #total instructions Re-exec (hour)
2011-4360 6.4K / ~200K = 3.2% 2.4 h
2011-0537 48K/ ~200K = 2.4% 5.3h
2011-0003 120K / ~200K = 58.5% 54 h
2007-1055 5.6K / ~200K = 2.79% 2.0h
2007-0894 25K / ~200K = 12.5% 29h




Templates reduce
re-executed instructions

100K requests — ~840 #CFG
* Templates contain 0.1% ~ 2.7% (avg. 0.7%) instruction

#instruction in a template

eVl HOrE | #total instruction
2011-4360 844 289 / 200K = 0.14%
2011-0537 834 96 / 200K = 0.05%
2011-0003 834 5,427 | 200K = 2.71%
2007-1055 844 177 / 200K = 0.09%
2007-0894 844 1,085 / 200K = 0.54%




Collapsing reduces
number of templates

e 100K — ~840 #CFG — 1 ~ 589 #CCFG
« 30.5 s to collapse templates on average
* Auditing 100K requests (3.4h) — avg. 9.2 min

cve  oorerscrs  Slhe Memozed
2011-4360 4 /844 = 0.5% 31.0 4.5 min
2011-0537 1/834 =0.1% 30.3 4.5 min
2011-0003 589 / 834 = 69.8% 30.5 16.5 min
2007-1055 2 /844 =0.2% 30.1 16.9 min
2007-0894 18 / 844 = 2.1% 30.4 4.0 min




POIROT imposes
moderate runtime overhead
« Testing with 100K Wikipedia requests

 14.1% latency overhead
* 15.3% throughput overhead
5.4 KB/req storage overhead (compressed online)



Related work

» Record-and-replay with patches:

« Warp: repairing web apps with retroactive patching
« Rad: fork-and-compare, auditing memory writes

» Testing patched programs:

« TACHYON: automatic/live patch testing
* Delta execution: validate patched version (split/merge)

* Program slicing (adjustable computation):

« Static slicing: all stmts. that possibly affect the variable
 Dynamic slicing: all stmts. that really affected the variable



Conclusion

 POIRQOT: efficient patch-based auditing system

* Detected real attacks in MediaWiki / HotCRP
without any modification

e 12 — 51x faster than original execution

* Three partial re-execution techniques

» Control flow filtering

* Function-level auditing
 Memoized re-execution -
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